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Elavon Merchant Services
 Data Transmission Questionnaire (DTQ)
 



	[bookmark: _gjdgxs]The purpose of this form is to provide basic information for new data file transmissions with Elavon 

	Customer Information

	Company Name
	gggggggggggg                        

	Company Address
	

	File Transmission Protocol Methods and Requirements

	☐  HTTPS (Web-browser) 
	✔   SFTP-SSH    
	☐ AS2    
	☐ TCP/IP via Connect Direct:   Node Name:           

	Is PGP Data Encryption required?   ☐  Yes    √  No
	What is your Operating System? ☐ Windows  √ Unix  ☐ Other:       

	Provide the existing Transmission ID with Elavon, if known:  
	XXXXXXX

	If you have an existing Transmission ID can it be used or will a new ID (credentials) be required?   ☐ Use Existing  ☐  Create New  

	Third-Party Transmitter/Processor

	Will a Third-Party transmitter/processor be handling the file transmission(s) on behalf of your company?  If yes, provide the Third-Party providers details below.
	Yes  ✔      No  ☐

	Third-Party Company Name:
	IRIS CRM      

	Third-Party Company Address:
	413 86th , Mezzanine Floor, Brooklyn, NY 11209     

	Who are the individuals who will be responsible for testing Connectivity?

	Contact Name
	Email
	Phone

	IRIS CRM Support
	elavon@iriscrm.com
	888-870-9978

	
	
	

	Who are the individuals or Group who will be responsible for Production Support?

	IRIS CRM Support
	elavon@iriscrm.com
	888-870-9978

	
	
	

	The section below is ONLY required to be completed if file(s) are to be pushed/delivered to your SFTP server.

	
	Test Environment
	Production Environment

	Server DNS
	<preferred>
	<preferred>

	Server Public IP Address
	<required>
	<required>

	Inbound port number  
	<required>
	<required>

	Elavon User ID on your FTP Server
	<required>
	<required>

	Folder(s)
	<required>
	<required>

	File Name(s)
	gir1.<clientname>.xf00.*
	gir1.<clientname>.xf00.*

	What is your required type of Security?
	☐ SSH Public Key Authentication        
	☐ Non-expiring Password   

	Do you require a date and time stamp?  
	☐  No     
	X Standard Format:  YYYYMMDD.HHMMSS   
	☐  Custom Format:      

	Elavon FTP Server Information 

	SFTP Port Number:  20022
	SFTP DNS Names / IPs
	Web Browser URLs

	Test
	filegateway-test.elavon.com (170.135.187.80)
	https://sft-test.elavon.com

	Production
	filegateway.elavon.com (170.135.187.21)
	https://sft.elavon.com

	Disaster Recovery
	filegateway.elavon.com (170.135.228.16)
	https://sft.elavon.com

	The following IP Addresses are not allowed:  10.0.0.0 - 10.255.255.255   172.16.0.0 - 172.31.255.255 - 192.168.0.0 - 192.168.255.255

	Who is your Elavon Representative

	Name: 
	Phone Number: 
	[bookmark: _GoBack]Email address: 

	Additional Comments
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